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CHAPTER
ONE

INTRODUCTION

The project goal is to extract data of the attacks detected by a TPOT or a cluster of them and to generate some feeds
that can be used to prevent and detect attacks.

Official announcement here.

1.1 Public feeds

There are public feeds provided by The Honeynet Project in this site: greedybear.honeynet.org. Example
To check all the available feeds, Please refer to our usage guide
Please do not perform too many requests to extract feeds or you will be banned.

If you want to be updated regularly, please download the feeds only once every 10 minutes (this is the time between
each internal update).



https://github.com/telekom-security/tpotce
https://www.honeynet.org/2021/12/27/new-project-available-greedybear/
https://greedybear.honeynet.org/api/feeds/log4j/all/recent.txt
https://greedybear.readthedocs.io/en/latest/Usage.html
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CHAPTER
TWO

INSTALLATION

Start by cloning the project

# clone the Greedybear project repository
git clone https://github.com/honeynet/GreedyBear
cd GreedyBear/

# construct environment files from templates

cp .env_template .env

cd docker/

cp env_file_template env_file

cp env_file_postgres_template env_file_postgres
cd ..

Now you can start by building the image using docker-compose and run the project.

# build the image locally
docker-compose -p greedybear build

# start the app
docker-compose -p greedybear up

# now the app is running on http://localhost:80

# shut down the application
docker-compose -p greedybear down

Note that GreedyBear needs a running instance of ElasticSearch of a TPoT to function. If you don’t have one, you can
make the following changes to make GreeyBear spin up it’s own ElasticSearch and Kibana instances. (...Care! This
option would require enough RAM to run the additional containers. Suggested is >=16GB):

1. In docker/env_£file, set the variable ELASTIC_ENDPOINT to http://elasticsearch:9200.

2. Add :docker/elasticsearch.yml to the last defined COMPOSE_FILE variable or uncomment the # local
development with elasticsearch container block in .env file.
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CHAPTER
THREE

USAGE

GreedyBear is created with the aim to collect the information from the TPOTs and generate some actionable feeds, so
that they can be easily accessible and act as valuable information to prevent and detect attacks.

Check either the OpenAPI or the Redoc specification to get all the details about how to use the available APIs.



https://greedybear.readthedocs.io/en/latest/OpenAPI.html
https://greedybear.readthedocs.io/en/latest/Redoc.html
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CHAPTER
FOUR

4.1

CONTRIBUTE

Rules

GreedyBear welcomes contributors from anywhere and from any kind of education or skill level. We strive to create a
community of developers that is welcoming, friendly and right.

For this reason it is important to follow some easy rules based on a simple but important concept: Respect.

4.2

Before starting to work on an issue, you need to get the approval of one of the maintainers. Therefore please ask
to be assigned to an issue. If you do not that but you still raise a PR for that issue, your PR can be rejected. This
is a form of respect for both the maintainers and the other contributors who could have already started to work
on the same problem.

When you ask to be assigned to an issue, it means that you are ready to work on it. When you get assigned, take
the lock and then you disappear, you are not respecting the maintainers and the other contributors who could be
able to work on that. So, after having been assigned, you have a week of time to deliver your first draft PR. After
that time has passed without any notice, you will be unassigned.

Before asking questions regarding how the project works, please read through all the documentation and install
the project on your own local machine to try it and understand how it basically works. This is a form of respect
to the maintainers.

Once you started working on an issue and you have some work to share and discuss with us, please raise a draft PR
early with incomplete changes. This way you can continue working on the same and we can track your progress
and actively review and help. This is a form of respect to you and to the maintainers.

When creating a PR, please read through the sections that you will find in the PR template and compile it appro-
priately. If you do not, your PR can be rejected. This is a form of respect to the maintainers.

Code Style

Keeping to a consistent code style throughout the project makes it easier to contribute and collaborate. We make use
of psf/black and isort for code formatting and flake8 for style guides.



https://greedybear.readthedocs.io/en/latest/Installation.html
https://github.com/psf/black
https://pycqa.github.io/isort/
https://flake8.pycqa.org
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4.3 How to start (Setup project and development instance)

To start with the development setup, make sure you go through all the steps in Installation Guide and properly installed
it.
Please create a new branch based on the develop branch that contains the most recent changes. This is mandatory.

git checkout -b myfeature develop

Then we strongly suggest to configure pre-commit to force linters on every commits you perform:

# create virtualenv to host pre-commit installation
python3 -m venv venv

source venv/bin/activate

# from the project base directory

pip install pre-commit

pre-commit install

Remember that whenever you make changes, you need to rebuild the docker image to see the reflected changes.

4.4 Create a pull request

4.4.1 Remember!!!

Please create pull requests only for the branch develop. That code will be pushed to master only on a new release.

Also remember to pull the most recent changes available in the develop branch before submitting your PR. If your PR
has merge conflicts caused by this behavior, it won’t be accepted.

4.4.2 Install testing requirements

Run pip install -r test-requirements.txt to install the requirements to validate your code.

Pass linting and tests

Run psf/black to lint the files automatically, then f£1ake8 to check and isort.
(if you installed pre-commit this is performed automatically at every commit)

if you get any errors, fix them. Once you make sure that everything is working fine, please squash all of our commits
into a single one and finally create a pull request.
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https://greedybear.readthedocs.io/en/latest/Installation.html
https://github.com/pre-commit/pre-commit

CHAPTER
FIVE

TESTS
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CHAPTER
SIX

GREEDYBEAR API

GET /api/feeds/{feed_type}/{attack_type}/{age}.{format}
Get the feeds data

Returns the feeds (it will be updated regularly every 10 mins)

Parameters

» feed_type (string) —
The available feed_type are:
— log4j - attacks detected from the Logdpot
— cowrie - attacks detected from the Cowrie Honeypot
— all - get all types at once
e attack_type (string) —
The available attack_type are:
— scanner - IP addresses captured by the honeypots while performing attacks

— payload_request - IP addresses and domains extracted from payloads that would have
been executed after a specific attack would have been successful.

— all - get all types at once
e age (string) —
The available age are:
— recent - most recent IOCs seen in the last 3 days

— persistent - these IOCs are the ones that were seen regularly by the honeypots. This
feeds will start empty once no prior data was collected and will become bigger over
time.

e format (string)—
The available format are:
— txt - plain text (just one line for each IOC)
— csv - CSV-like file (just one line for each IOC)

— json - JSON file with additional information regarding the IOCs

Status Codes

* 200 OK - successful operation

* 400 Bad Request — Invalid Input supplied

11


https://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html#sec10.2.1
https://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html#sec10.4.1
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¢ 404 Not Found — Not found

GET /api/enrichment
Get data about a specific IOC

Query for a specific observable in database and return data about it.
Query Parameters
* query (string) —
Query for an observable_name. The observable_name can be:
— An valid IP or domain
(Required)
Status Codes
* 200 OK - successful operation

* 400 Bad Request — Observable IP does not pass the regex check
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https://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html#sec10.4.5
https://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html#sec10.2.1
https://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html#sec10.4.1

CHAPTER
SEVEN

GREEDYBEAR REDOC

13



GreedyBear, Release 0.1.3

14 Chapter 7. GreedyBear Redoc



CHAPTER
EIGHT

INDICES AND TABLES

* genindex
* modindex

¢ search
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GET /api/feeds/{feed_type}/{attack_type}/{age}.{format},
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HTTP ROUTING TABLE
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